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Security, Compliance, Durable Data, and
Functionality in Empower CDS

In this eBook, Waters™ has compiled information on access
privileges, audit trails, processing recommendations, Empower™
Chromatography Data System (CDS) functionality and technical
controls, and durable data.

Some of this information may contain Waters viewpoints and
suggestions for compliant operation and some information simply
provides explanations of how Empower CDS functions.

This information has been provided to help you better understand
Empower CDS, so that you can make your own, informed, decisions

about Empower configuration, controls, operation, and maintenance.

Your choices should reflect your company's policies, regulations to
which your company must comply, your internal risk assessments,
and your intended use of Empower CDS.

Note: Waters does not make any representations or warranties, express or implied, to any
party, regarding use of the information contained in this eBook to make decisions regarding
the implementation and maintenance of effective quality control systems and quality assurance
testing programs, including but not limited to the applicable good practice regulations applied
to the life sciences and other industries.
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Empower Chromatography Data System Functionality

Empower Software collects, processes, manages, and reports your chromatographic
data, addressing a host of challenges you face in the lab (regulatory compliance,
information management scalability, data security, and much more). This document
details the functionality of Empower CDS, so that you can take full advantage of the
software’s numerous capabilities, regardless of which interface you choose or how
the software is deployed in your lab.

To access this document, contact your Waters representative.

Empower Software Compliance Assessments

There are GxP regulations specifically relating to the controls required for the use of
electronic records, electronic signatures, and computerized systems.

The regulations require a combination of procedural, technical, and people (behavioral)
controls to achieve full and ongoing compliance.

The 21 CFR Part 11 and EU Annex 11 compliance assessments define the technical controls
within Empower and any applicable internal controls or actions within Waters that enable
Empower to be used in compliance with these respective regulations. It is important to
note that customer procedures, configuration choices, quality culture, and laboratory
working practices will ultimately determine the overall compliance to the regulations.

Read the 21 CFR @\ Read the EU
Annex 11 Document

Part 11 Document

Audit Trails Durable Data

Security, Compliance, Durable Data, and Functionality in Empower CDS


https://www.waters.com/waters/support.htm?cid=10190669&lid=135102234
https://www.waters.com/waters/support.htm?cid=10190669&lid=135102237

ﬂ Functionality & Assessment

Empower Privileges Pertaining to
Versions Empower 3 Service Release 3
Through Current Version

This white paper provides the granular details about privileges in
Empower CDS and is supplemental information to what is described
in Empower Help.

The document describes:

Privileges implicit to the Administrator

Actions available to a user with the Alter Any Project privilege

User Group Administrator functionality

Empower Privilege dependencies

Read the Full White Paper

System Policies
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Considerations for Empower Access Levels
(User Types)

This document outlines suggested guidance for defining user types in
Empower CDS. It is strongly recommended that you perform your own
risk assessment on the privileges based on your regulatory needs and
intended use when choosing how to assign them.

Recommendations include:

Each user should have the least privileges needed to do their daily job
No one within the laboratory should be able to delete data

Any decision to grant deletion privileges should be justified with
controls in place to ensure deletion only happens under specific,
controlled circumstances

A lab manager or lab admin role could be created, with privileges
to create projects and user groups, and manage the day-to-day
administration of the system

System users could be split into scientists and analysts where
scientists can create and edit methods and analysts can only acquire
data and use existing methods

Read the Full White Paper
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System Policies and Privileges for Processing Data
in Empower Software with Data Integrity in Mind

There is increased scrutiny around data integrity, so it is critical

for quality units and regulators to understand the data processing
capabilities in Empower CDS and how its policies and privileges can
be used to control user behavior, particularly in the Review window.

Regulators are concerned that lab staff could have privileges that
allow too much flexibility, which could allow samples to pass that
do not meet specifications. Understanding how Empower CDS
can limit data processing enables you to:

m Establish user types with very granular privileges, limiting how
analysts create results in the Review window

m Lock results that have been generated so that users can't
generate any further results

= Set up user types with unique privileges befitting their roles,
such as allowing user to view metadata or sign results but not
create or modify them

= Automatically record actions in the audit trails and allow users
to provide comments about why each action was performed

Audit Trails Durable Data

User Type QC_Chemist Properties DY

Management | Methods | Data Acquisition

Privileges

[JAlter User Type -
[]Create User Type

[1Delete User Type

[CJAlter User Groups

[ICreate User Groups

[]Delete User Groups

[]Allow Shallow Copies of FAT Projects

[v|View Quantitation Peak Fields in Review
[v|Allow Calibration & Quantitation in Review
[vView Numerical and Textual Results in Review
[JAlter Customized Time Zone List

[JRun Empower SQT -
[[1Validation Administrator

[C]Alter Project Type

[]Save Named Table Preferences
[[]Delete Named Table Preferences

Check All | UnCheckAlIl Print |

OK | Cancel | Apply | Help |

.

Privileges associated with actions in Review.

Read the Full White Paper

Security, Compliance, Durable Data, and Functionality in Empower CDS


https://www.waters.com/waters/library.htm?cid=511436&lid=134952668&lcid=134952667
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Empower Software Audit Trails and Logs:
A Guide to the Different Locations of Audit
Trails in Empower and What Information
They Provide to Reviewers

Audit trails are keys to the security of your chromatography data
system (CDS) because they track changes to data and metadata.

An incomplete or missing audit trail could have serious ramifications
on the integrity of your lab’s data or the quality of the product it
produces. Even when audit trails exist in lab applications, regulatory
organizations will also look to see that technical controls and
management tools are in place to detect non-desirable activity

by users and to modify user behavior.

How does Empower CDS help your lab develop and maintain accurate
audit trails?

m Audit trails within Empower Software automatically capture data
creation, modification, and deletion, as well as a user-entered
justification of why a change has been made

= Empower Software’s unique utilization of the Oracle database
makes sure that links between records, or between audit trails
and results, can't be broken

= Empower Software’s logs and audit trails assist users in efficiently
performing your lab’s standard data review

System Policies

Durable Data

Sample Sets
Standards Used
for Calibration
Original —
Processing "\ Calibration
Method 2 Curves

CERTIFICATE
Original 010001110101110001
rgina 100111101110001111
Instrument 011101011100100101
Method

Unchanged Raw Data File
X '[%Traceable Chain
V- il of Custody

.S Product Code/

] Stage Reagent
Sample History LIMS ID

LC/GC
System
Used

The Oracle database underlying Empower CDS creates permanent linking relations between methods,
dynamic electronic data, and metadata that cannot be broken, permitting easy query and review of
related data.

Read the Full White Paper
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Durable Data for Non-IT: A Lab Manager's
Guide to Ensuring Your Empower Data Is
Secure and Available from Creation Through
the Full Mandated Retention Period

It takes time, money, and resources to generate your critical
laboratory data, so any loss of that data is a direct, financial loss

to your regulated company, not to mention a compliance risk. Your
data needs to be secure and available to support product quality
decisions, at the time of the decision-making and for the full duration
of the mandated retention period. You can seek outside assistance
with backup and restore, archiving, disaster recovery, system
administration, and more, but the overall responsibility for your
regulated data remains with you.

This white paper will run through some of the options available
to ensure the integrity of your regulated data including:

m Backup and restore

m Disaster recovery and business continuity planning

Archiving

System administration

Cloud computing and cyber infrastructure

Cybersecurity challenges

System Policies
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Regulated companies will need contingency plans in place to handle a range of issues.

@\ Read the Full White Paper
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